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In a matter of hours in July 2024, a routine 
software update at CrowdStrike unleashed a 
global IT crisis.

INTRODUCTION

Source: Michael Nagle/Bloomberg via Getty Images in https://www.scientificamerican.com/article/massive-crowdstrike-tech-
outage-highlights-global-vulnerabilities/

IT systems worldwide crashed, thousands of flights were grounded, factory 
production came to a halt, hospitals shuttered, and supply chain systems 
were compromised. The scale and speed of this disruption caught many 
organizations off guard, affecting various teams and boards and resulting 
in significant financial and reputational damage. The botched update 
resulted in unplanned overtime, lost business, and reputational costs, quickly 
resulting in an estimated $5.4 billion in damages across 25% of Fortune 500 
companies.¹

4

Incidents like these are a wake-
up call for boards and enterprise 
executives, highlighting the need for 
a new level of preparedness. They’re 
just one of many unforeseen events 
they must proactively plan for. 

Traditional enterprise risk 
management (ERM) programs 
are designed to use internal data 
and intelligence to mitigate and 
react to known risks. There’s been 
considerable progress in facilitating 
workflows that make sense of 
internal intelligence— from structured 
information in areas like accounting, 
security, IT management, and HR. 
However, this siloed approach to risk 
management struggles to identify, 
assess, and report on some of the 
most important and potentially 
impactful risks, often buried within 
unstructured data across public 

news, government reports, social 
media, and other external sources. 

Oliver Wyman, an international 
management consulting firm, 
recently assessed the state of 
external risk intelligence tools and 
processes, conducting interviews 
with senior risk executives at 
Fortune 1000 global enterprises 
across multiple markets including 
Banking, FMCG, Pharma, Auto, 
Tech and Telco. The survey found 
that many of these organizations 
already benefited from better 
tools and processes for functional 
risk management within individual 
domains and silos. However, at 
an enterprise level, many risk 
management programs struggle with 
slow, manual processes for distilling 
insights from the external operating 
environment.²

https://www.parametrixinsurance.com/crowdstrike-outage-impact-on-the-fortune-500
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Enterprise risk management 
must keep up with the increasing 
pace, scale, and VUCA (volatility, 
uncertainty, complexity, and 
ambiguity) of emerging risks and 
critical events—from wars and 
political polarization to climate 
change and consumer activism. 
Throughout this paper, we will use 
the following terminology:

Risks that are evolving in nature, 
not fully defined or actively 
monitored. 

Risks defined on your risk register 
and managed using existing 
internal tools, such as GRC 
platforms and processes. 

Information from outside of internal 
company data that can indicate a 
defined risk is evolving in nature/
severity or the emergence of a new 
risk not previously encountered.

Emerging risks

Known risks

External intelligence

A more volatile business environment 
demands a more proactive approach to risk 
management.

What is AI’s transformation 
opportunity? AI-powered external 
intelligence can quickly and 
accurately identify, analyze, 
prioritize, and continuously track 
ongoing risks. Within seconds, 
AI-powered risk intelligence tools 
can map information across the 
external operating environment—
from news sources, regulators, 
and social media to a company’s 
risk registers—to provide a more 
expansive view of the industry 
landscape, including key 
competitors, suppliers, vendors, 
and partners. External intelligence 
offers data-driven reporting and 
invaluable information to help 
ERM teams break through silos and 
manage risks before they impact 
business—empowering them to 
transform risk into opportunity.

This white paper examines 
Enterprise Risk Management’s 
current state, challenges, and 
pain points, the transformation 
opportunity of AI-powered 
external intelligence, and action 
steps for building a more proactive 
ERM program.
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THE CURRENT STATE 
OF ERM

ERM is a process for identifying how potential 
events may impact a company’s standard 
operations, how these could be managed 
at an acceptable level, and how to facilitate 
company objectives. 

Modern ERM practices are part of the evolution of governance, 
risk management, management, and compliance (GRC) practices. 
Organizations and vendors started formalizing these practices in the 1970s in 
response to public outrage that inspired new regulations around corruption, 
questionable accounting practices, and the lack of internal controls. GRC 
initially focused on improving accounting and compliance practices and has 
expanded into improving new risk workflows and capturing more types of 
information. 

Over the years, ERM emerged to expand the scope of risk management 
across risk silos and more holistically address data management, IT 
processes, security, human resources, and environmental, social, and 
governance (ESG) concerns. At a high level, ERM is a process for identifying 
how potential events may impact a company’s standard operations, how 
these could be managed at an acceptable level, and how to facilitate 
company objectives. This process created the foundation for developing risk 
management workflows that could address the increasing complexity of the 
risk landscape. 
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There is a growing and urgent need for more 
systematic, automated intelligence to identify 
and understand emerging risks across silos. 

ERM helps balance risk exposure 
against opportunities. Some risks 
can become opportunities when 
teams find ways to mitigate or 
respond to them better than 
competitors in the same industry. 
Risk improvement plans need to 
span multiple silos and measure the 
effectiveness of risk mitigation since 
many risk mitigation efforts can 
also incur new costs in terms of new 
tools and process change. 

Functional risks characterize the 
tools, processes, and automation 
for identifying, reporting, and 
mitigating risks within a given risk 
function—IT, security, business, 
HR, or legal. ERM facilitates 
communication across the 
spectrum of functional silos. 

Oliver Wyman research observed 
a distinction in the maturity of risk 
management solutions within and 
across domains.² Most functional 
risk owners are often well served by 
providers with particular domain 
capabilities. In contrast, enterprise 
risk managers are served mainly 
by a combination of in-house 
processes and some ad-hoc vendor 
solutions. 

There is a growing and urgent need 
for more systematic, automated 
intelligence to identify and 
understand emerging risks across 
silos. This is essential for managing 
today’s complex and rapidly 
evolving interconnected risks 
related to geopolitical tensions, 
climate change, cyberattacks, and 
supply chain disruptions.
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CHALLENGES & PAIN 
POINTS OF EXISTING 
ERM

80%

Existing ERM tools and processes all struggle to identify and respond to 
emerging risks. A 2021 EY Survey of 540 board directors found that 80% 
believed improved risk management would be critical for their business to 
protect value in the next five years.³

One big challenge is the lack of visibility into their business environment 
and emerging risks outside the company, such as pandemics, wars, and 
environmental events. Efforts to bolster ERM are one crucial step to reduce 
exposure to these events that can affect multiple risk silos. Increasingly, 
boards need a synthesis of enterprise risk, including unknown risks that may 
be bubbling beneath the surface.

believed improved 
risk management 
would be critical 
for their business to 
protect value in the 
next five years.³ 
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https://www.ey.com/en_pl/risk/how-can-data-and-tech-turn-risk-into-confidence
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ANNUAL REPORTS 
HEADLINE EMERGING 
RISKS

Emerging risks are a common 
theme in companies’ annual 
reports. Here are a few examples:

“Macroeconomic, geopolitical, 
and technological uncertainties 
have affected and could continue 
to affect, production costs and 
demand for our products. 

Government actions may affect 
the prices of crude oil, natural gas, 
oil products, and chemicals. These 
include price caps on gas, the 
promotion of electric vehicle sales, 
or the phasing-out of future sales 
of new diesel or gasoline vehicles… 
Factors that influence supply 
and demand include operational 
issues, natural disasters, weather, 
pandemics such as COVID-19, 
political instability, conflicts, such 
as Russia’s full-scale invasion of 
Ukraine and the conflict in Gaza, 
economic conditions, including 
inflation, and actions by major oil- 
and gas-producing countries.” 

“Our pharmacovigilance function, 
like those across the industry, 
contends with a challenging legal 
and regulatory environment. Even 
with an optimised, state-of-the-
art pharmacovigilance system we 
cannot predict all issues impacting 
safety and efficacy that could 
potentially result in regulatory 
action and/or litigation. This is 
particularly true of issues not based 
on robust scientific evidence of the 
ongoing benefit/risk assessment for 
our products. 

Shell Annual Report 2023 GSK Annual Report 2023
Strategic risk description Assessment and mitigation 

activities

6

“Unforeseen disruptions in global 
economic relations can have highly 
unpredictable effects. The level of 
risk continues to be classified as 
high. 

With regard to the war in Ukraine, 
there is a risk of a further 
escalation of the conflict and 
therefore of further sanctions 
imposed by Western countries 
on Russia as well as possible 
countersanctions and/or retaliatory 
measures by Russia. Withdrawal of 
US support for Ukraine could have 
major ramifications for the course 
of the war.

Further escalation of the conflict in 
the Middle East could negatively 
impact the price of oil, which in 
turn could lead to rising inflation 
rates.”

BMW Group Annual Report 
2023
Macroeconomic risks and 
opportunities
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85%

Companies are struggling to keep 
pace with the volatility, uncertainty, 
complexity, and ambiguity (VUCA) 
of world events. 

of organizations with +$1B USD in revenue have 
faced a major unexpected operational risk 
event.⁴

CHALLENGES & PAIN POINTS OF EXISTING ERM
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Emerging risks can take several forms: Some are the kinds of black swan 
events that boards, executives, and front-line teams have not planned 
for, as they have not occurred to the organization or society in general. 
These are much harder to imagine and reason about as they are extremely 
uncommon and often with little historical precedent to analyze and plan for. 
For example, the Ukraine war led to massive gas shortages exacerbated by 
the destruction of the largest gas pipeline into Germany.

More common are events that are unlikely but can be planned for. These 
kinds of events are forecastable, and surveillance of common and likely risk 
events across your competitor set can significantly aid in identifying and 
mitigating the risk ahead of time.  
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HIDDEN THREATS:
THE BLIND SPOTS OF ERM

Although ERM tools continue to 
evolve, they currently struggle to 
make sense of risk indicators that 
might be buried within regulatory 
notices, news, social media, and 
other sources. They tend to look 
internally rather than externally and 
therefore lack visibility into what’s 
happening in the wider industry or 
competitor landscape. 

A common risk identification 
method is conducting ad-hoc 
research through generalist 
search engines like Google—or 
sometimes via word-of-mouth. 

However, ad-hoc methods can 
be geographically narrow, have 
existing biases, and have a limited 
view. Results are often skewed 
to the location and language 
of the ERM team. Key data may 
lie undiscovered if published in 
a language different than the 
search query. While some tech-
savvy teams have started using 
ChatGPT, generative AI models can 
hallucinate and produce inaccurate 
information if not refined to only 
highly relevant information. This 
can be a significant pain point for 
large global companies that require 
visibility into global operations in 
many jurisdictions and cultures. 

CHALLENGES & PAIN POINTS OF EXISTING ERM
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OUTPACED, OUTDATED: MANUAL PROCESSES 
STRUGGLE IN A VUCA ENVIRONMENT

Existing ERM tools focus on reactive 
rather than proactive reporting. The 
VUCA nature of risks means that 
current methods are outpaced. In 
today’s operating environment, 
proactive management requires a 
continuous monitoring system.  

Ad-hoc methods quickly become 
outdated, creating challenges in 
updating the C-suite on recent 
occurrences. In fact, 67% of 
organizations with +$1B USD in 
revenue only assess risks on an 
annual basis.⁴ 

ERM teams found they sometimes 
dealt with important risk 
information that was outdated 
while the board was clamoring for 
the current status of issues. One 
risk manager in the Oliver Wyman 
survey observed that while board 
members are looking for the current 
status of issues, they’re dealing with 
risk information that is three months 
old.Another found they could 
only see the time to set up a risk 
collaboration a few times a year to 
identify new and emerging risks.²

CHALLENGES & PAIN POINTS OF EXISTING ERM

Now that we understand the types 
of risks these businesses face, let’s 
examine the challenges of current 
ERM methods and tools.



A Wake-Up Call for Enterprise Risk

CHALLENGES & PAIN POINTS OF EXISTING ERM

WHILE RISK TEAMS WORK IN SILOS, 
RISKS DON’T

Many aspects of risk management are constrained by separate silos that 
are good at reducing risks or reacting to critical events within one particular 
domain. Each domain may support deep intelligence and competency.  
When a risk happens in one domain, there’s often no overarching warning 
system to engage a plan across risk owners to stop contagion risks from 
spreading. With the interconnected nature of risks, risks in one domain 
can also create problems in adjacent domains. Enterprise businesses must 
improve the reach of ERM to improve workflows for front-line experts, 
collaboration across domains, and with executives and board members to 
sign off on these efforts. 

Many risk management teams are tasked with a wide remit but are only 
budgeted and staffed with limited resources. ERM teams are often small, 
with only 5-10 full-time employees for organizations with over 100,000 
employees. In a case study from the Oliver Wyman survey, one ERM team 
only had one person overseeing an ERM program reporting to the CRO.² This 
can limit their scope of work and effectiveness. As a result, cross-functional 
conversations are not happening. ERM needs external intelligence and 
AI-powered data to have more elevated conversations with functional risk 
owners.

CHALLENGES & PAIN POINTS OF EXISTING ERM
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EMERGING RISKS 
INTERCONNECTIVITY

There are many categories of 
emerging risks to consider as well. 

Geopolitical events can shut down 
multi-billion companies, stoke 
trade wars, and sometimes jail 
executives. Regulatory changes 
can impose new reporting 
requirements, require technical 
changes, and impose legal risks. 
Interest rate changes, currency 
exchange rates, and employment 
rates can spur economic changes. 
Technological changes allow 
new approaches to succeed at 
the expense of previously best-
of-breed leaders. Environmental 
changes can affect ongoing 
operations and create consumer 
and regulatory pushback against 
existing practices. Changes in 
social standards can erode brand 
value and raise concerns about 
business practices and ethics. 

The figure on the right explores 
some examples.
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The most pressing concern is that many of these emerging risks operate 
across multiple interconnected domains. A significant event like the 
COVID pandemic may have started as an HR risk but quickly needed to 
be responded to by IT teams trying to scale cloud apps and security teams 
trying to protect work-from-home scenarios. Similarly, the conflict in Ukraine 
and Israel started as an HR risk but quickly escalated into major supply 
chain challenges as gas pipelines and key trade routes were squelched. 

Climate change events 
like floods, fires, and 

tornadoes disrupt key 
suppliers. 

The Israel-Gaza conflict led 
to disruptions in the Red 

Sea — the busiest shipping 
route in the world, raising 
container costs by 300% 

for some firms. 

The Ukraine war resulted 
in widespread natural gas 

disruptions and briefly 
increased European gas 

prices by 580%. 

The COVID pandemic forced 
everyone to work from home, 
proving companies were ill-

prepared for the rapid digital 
transformation of remote 

work. 

Ransomware and botched 
IT updates inflict widespread 
outages across gas pipelines, 
airlines, hospitals, and other 
safety-critical infrastructure. 
Total ransomware-related 
damages are predicted to 

rise from $20 billion in 2021 
to $265 billion by 2031.

https://www.britishchambers.org.uk/news/2024/02/scale-of-red-sea-disruption-revealed/
https://www.britishchambers.org.uk/news/2024/02/scale-of-red-sea-disruption-revealed/
https://www.britishchambers.org.uk/news/2024/02/scale-of-red-sea-disruption-revealed/
https://www.britishchambers.org.uk/news/2024/02/scale-of-red-sea-disruption-revealed/
https://www.economicsobservatory.com/ukraine-whats-the-global-economic-impact-of-russias-invasion
https://www.economicsobservatory.com/ukraine-whats-the-global-economic-impact-of-russias-invasion
https://www.economicsobservatory.com/ukraine-whats-the-global-economic-impact-of-russias-invasion
https://www.britishchambers.org.uk/news/2024/02/scale-of-red-sea-disruption-revealed/
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A MODERN SOLUTION: 
AI-POWERED EXTERNAL 
INTELLIGENCE
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AI-powered external intelligence 
helps teams contextualize and 
respond to emerging risks from the 
external operating environment. 
AI-powered external intelligence 
can offer a more expansive 
vantage point to help detect 
changes to ‘known risks’, as well as 
identify early ‘unknown unknowns.’ 
This differs from internal risk 
intelligence practices that focus 
on functional risks within risk silos, 
largely assessed using internal 
data sources. External intelligence 
can break down the barriers of 
language and location.

External intelligence can support 
a more forward-looking and 
proactive risk management 
process by identifying and 
distilling emerging risk insights 
from unstructured documents, 
automatically mapping these to 
risk taxonomies, and improving 
response to critical events. 

REVEALING BLIND SPOTS: EXTERNAL 
INTELLIGENCE PROVIDES 360° SURVEILLANCE

They can also help assess 
interconnected risks that, at 
first glance, seem external to a 
company or where there are no 
clear-cut environmental, economic, 
or geopolitical macro influences. 
For example, a supply chain 
disruption might directly impact 
product goods companies but 
also have knock-on effects on 
technology and communication 
companies planning their build-out 
or replacement plans.

With the depth and breadth of 
data, these tools present a new 
frontier of competitor intelligence 
and benchmarking, making it easier 
to sidestep external risks that affect 
competitors, suppliers, vendors, 
and partners. AI, particularly 
discriminative AI models, can also 
identify critical trends and patterns 
to better measure which risks are 
more likely to happen and evaluate 
risks over time to help ERM manage 
certain risks over others. 
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REAL-TIME ALERTING FOR 
REAL-TIME EXTERNAL THREATS

A MODERN SOLUTION: AI-POWERED EXTERNAL INTELLIGENCE
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IMPROVED REPORTING: ELEVATING THE 
CONVERSATION ACROSS RISK OWNERS

AI-powered external intelligence 
can help assess, analyze, and 
prioritize the most pressing risks via 
accessible data visualizations and 
reporting.

External intelligence solutions 
help structure essential details 
to improve the mitigation and 
response of relevant risk owners. 
They can also proactively alert 
functional risk managers, often 
the first line of defense, about 
emerging risks, helping prioritize 
mitigation efforts for busy teams 
likely juggling multiple competing 
priorities.

For ERM teams, standing still can 
mean moving backward. Outside 
events caused by infrastructure 
outages, war, political polarization, 
climate change, and pandemics 
can move quickly and increasingly 
risk reputation, profitability, 
and even the viability of major 
companies. 

More proactive, timely, and 
comprehensive external 
intelligence approaches can 
leverage the power of AI to find 

AI-powered external intelligence 
can empower ERM teams to have 
more proactive, data-driven 
conversations with risk owners, risk 
committees, or board members, 
driving them to action. These 
reports can work as a proactive 
health checkup for the organization 
and nudge teams in the right 
direction. A comprehensive 
approach to external intelligence 
can bolster confidence in boards 
and executives so that current and 
new business strategies are resilient 
to the growing variety, pace, and 
escalation of critical events.

predictive signals among the noise, 
distill risk insights from reams of 
unstructured public information, 
and connect these to enterprise risk 
management and functional risk 
workflows. 

Unlike word-of-mouth or traditional 
ad hoc methods, AI-powered tools 
can automatically and continuously 
scan the horizon for anomalous 
data trends, helping to flag 
potential threats or deviations and 
status changes to existing threats. 

A MODERN SOLUTION: AI-POWERED EXTERNAL INTELLIGENCE
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COMPONENTS FOR 
A WINNING ERM 
PROGRAM

Here’s how AI-powered external 
intel should work to solve the 
common problems of ERM 
programs:
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Competitive peer/industry intelligence: 
Monitoring for suppliers, vendors, partners, stakeholders, products, and more. AI can 
help identify issues outside the enterprise and prioritize opportunities for resilience or 
competitive advantage regarding external events.

Global landscape: 
 Innovations in external intelligence can help to identify issues in different countries, 
languages, and jurisdictions and map these to risk taxonomies and registers.

Real-time notification: 
Emerging risks can erupt into volatile disruptions that require immediate attention from 
front-line managers and boards tasked with mitigating the damage of critical events.

Consolidated reporting across key stakeholders:  
Each company needs to develop its own taxonomy in a way that surfaces the most 
important risks. For example, a consumer goods company might need to prioritize supply 
chain risks, an oil company environmental risks, and financial firm fraud and anti-money 
laundering risks. A taxonomy provides the framework for AI-powered external intelligence 
to systematically inform the relevant stakeholders of changes to their external operating 
environment.

Better interconnected risk surveillance:  
Human nature tends to ascribe risk to a single category or domain. However, the VUCA 
nature of emerging risks demonstrates that unexpected critical events can play out 
across multiple categories in unforeseen ways. AI innovations, such as using AI for event 
detection, can help map these across risk taxonomies and frameworks to drive a culture 
of proactive collaboration across risk functions to mitigate emerging risks faster.
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THE ROI OF ENHANCED 
ERM
While AI holds huge promise for more predictive risk management and a 
more mature ERM program, starting or enhancing an external ERM program 
can incur new costs and require cultural change. ERM champions need to 
surface the ROI benefits when implementing external intelligence regarding 
operational efficiency and business impact.

It’s important to formulate the expected benefits of external risk ERM 
programs in advance and surface progress for executives and members 
to build traction. Some possible metrics to surface can include more cost-
effective regulatory compliance, enhanced operational efficiency, and 
better decision-making that enhances competitive effectiveness, improves 
customer perception, and increases market coverage.
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It’s important to consider how 
a more mature ERM process 
can improve the bottom line. 
Leveraging external intelligence 
doesn’t just help an organization 
better prepare for risks; it can also 
improve an enterprise’s bottom line 
and ultimately improve enterprise 
valuation. Operational efficiencies 
can reduce the costs of ERM 
programs, and better insights can 
reduce the impact of external risks 
before they disrupt operations 
and inject uncertainty into future 
earnings.  

AI models using natural language 
processing (NLP) techniques 
can deliver a more fine-grained 
analysis of risk signals, which can 
more accurately map the potential 
impact of emerging risks on 
enterprise business performance. 
Advanced AI models can reveal 
how emerging risks impact investor 
confidence by identifying whether 
media reports of emerging risks 
are coterminously associated with 
abnormal share price volatility. 

IMPACTING 
BOTTOM-LINE

ROI can also be demonstrated by 
developing credible methodologies 
to link stock price returns with 
better insight. For example, 
many companies that identified 
risks related to COVID-19 and 
implemented contingency plans 
experienced fewer business 
continuity issues, resulting in better 
performance at year-end and 
potentially positively influencing 
stock prices. Insights from these 
advanced models show how 
effective ERM programs are directly 
connected to protecting enterprise 
value and the bottom line.  

THE ROI OF ENHANCED ERM
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OPERATIONAL 
EFFICIENCY

THE ROI OF ENHANCED ERM
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Teams must assess how adopting 
newer AI-powered tools can directly 
integrate external intelligence into 
GRC platforms using APIs. This can 
extend the benefits of continuous 
risk management programs, which 
have demonstrated great benefits 
in functional risk management, 
to more comprehensive ERM 
programs that support proactive 
risk management. 

A more mature ERM program 
means reducing time and resources 
spent on ad hoc, laborious, 
inefficient methods to source 
data. AI can reduce the time 
taken to resource external risk 
signals and simultaneously deliver 
improved risk intelligence. For 
example, according to a 2024 
RMA and Oliver Wyman survey, 
CROs spend approximately 67% 
of their time dealing with non-
financial and enterprise risks.⁵ ERM 
champions need to develop metrics 
for quantifying and improving 
assessments and mitigating these 
types of risks.   

INTEGRATION INTO 
GRC PLATFORMS

It is also important to consider 
better ways to integrate insights 
across ERM platforms from 
GRC vendors and professional 
service firms that can help set 
up and monitor these systems. 
ERM champions can grow these 
programs by demonstrating how 
innovative external intelligence 
programs can improve the bottom 
line by mitigating emerging risks. 

ERM executives carry out an 
extensive number of routine tasks 
that can be transformed by new 
tools and modern processes; for 
example, monitoring the external 
operating environment, surveillance 
of risk associated with their industry 
or direct competitors, drafting 
reports and briefings for risk 
committees and distributing the 
latest insights to risk owners; all can 
be transformed with pre-configured 
AI dashboards reporting on the 
latest risk trends and enabling 
just-in-time reporting and insight 
sharing to drive collaboration. 

THE ROI OF ENHANCED ERM

http://2024 RMA and Oliver Wyman survey
http://2024 RMA and Oliver Wyman survey
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HOW DIFFERENT SECTORS BENEFIT FROM 
AI-POWERED EXTERNAL INTELLIGENCE TO 
STAY AHEAD OF THE CURVE

Deloitte has enhanced its audit risk-sensing process by harnessing Signal AI’s 
External Intelligence data. Traditionally much of the audit process looks at 
internal data—information generated by the subject of the audit—including 
transaction data, financial performance, payroll, accounts payable, and so 
on. But an internal view often falls short of the full story due to innocent yet 
inherent navel-gazing or in rare cases, intentional deception. To combat 
this, for years Deloitte has looked to external data to enhance their audit risk 
assessment. Before using Signal AI, this meant that the audit teams would 
conduct a Google search, a manual and time-consuming task, reducing 
valuable team resources. 

Jeroen de Wert, Senior Product Lead on the Digital Risk Solutions Team, 
said, “For one client, you can get 50,000 or 100,000 thousand articles 
over a year […] you cannot analyze every article one by one, so that’s why 
we have set up our own topic framework, using Signal AI’s key topics to see 
(for example) a peak in January related to cyber issues at the client.”  Now, 
Deloitte is able to scan and structure media coverage about audit clients 
using a Deloitte lens augmented by AI across millions of sources in online 
media, print and broadcast, and regulatory updates about the auditee’s 
companies from the 175+ jurisdictions and 75+ languages covered by Signal AI.

Enhanced Risk Analysis During the Audit Process

THE ROI OF ENHANCED ERM
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Instinctif Partners has been using external intelligence to identify specific 
relevant client coverage. This allows its consultant team to focus on 
advanced analysis and strategic work rather than sift through a torrent of 
irrelevant news. Curated and contextualized external intelligence helps 
identify opportunities and threats daily rather than relying on quarterly 
reviews. Topic analysis helps prioritize themes for further investigation, 
pinpoint narrative gaps, and identify reputational drivers and detractors. 

Andy Lane, Deputy Managing Director for the UK & Ireland at Instinctif, 
said, “The combination of advanced tools and expert analysis is essential 
for any business serious about harnessing communications to support its 
commercial objectives.”

Local delivery platform Delivery Hero uses external intelligence to 
understand reputational risks and opportunities across 10 brands in over 
70 countries that feed up to 2.2 billion customers worldwide. Their comms 
needed help sifting out customer selfies from the more substantive news 
stories and tweets that could impact its reputation and stock volatility. In 
addition to just cutting through the noise, AI-powered insights improved 
the analysis of crucial topics across many languages. They could also sift 
out investor-centric news from B2C coverage to see how its high-growth 
subsidiaries and competitors performed in the media. This freed comms 
teams to focus on more strategic and creative tasks. 

Lara Hesse, Head of Corporate Communications at Delivery Hero, said 
before using AI-powered external intelligence, “We used basic media 
monitoring tools. No AI, no analysis, no reporting. It picked up Delivery Hero 
and maybe our CEO’s name, so we had to do all the analysis work afterward 
and connect the dots.”

More Innovative Reputation Consulting for Clients

Improved Brand Analysis and Monitoring

THE ROI OF ENHANCED ERM

https://signal-ai.com/insights/customer-stories-how-deloitte-enhances-their-risk-analysis-during-the-audit-process/
https://signal-ai.com/insights/how-instinctif-applies-advanced-analytics-to-share-more-valuable-insights-with-clients/
https://signal-ai.com/insights/how-delivery-hero-manages-a-global-brand-in-real-time/
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TURNING RISK INTO 
OPPORTUNITY 

Let’s revisit the CrowdStrike incident as an example of emerging risk. While 
even the most robust ERM practices might not have prevented the software 
update mishap itself, a mature ERM framework could have significantly 
enhanced the response. 

Empowered by advanced surveillance tools, the ERM team could have 
fostered cross-silo collaboration, swiftly identifying the issue’s impact on the 
bottom line. This would enable board leaders to prioritize IT resources for 
damage control, operational teams to activate contingency plans, and PR 
teams to manage communications proactively. Ultimately, such a proactive, 
collaborative response, could have positioned the company to mitigate the 
damage faster and more effectively. 
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